Course Title: Cybersecurity Essentials
Duration: 3 Months (10 Weeks)
Mode: Hybrid Classes

Level: Beginner

Labs: 10 Practical Labs

Language: English

Week 1-2: Introduction to Cybersecurity Concepts
Module 1: The World of Cybersecurity
« Overview of cybersecurity and its importance
« Understanding data security and organizational data
o Types of cyber attackers and their motivations
« Introduction to cyberwarfare
e Quiz
Module 2: Cyber Attacks and Techniques
« Analyzing cyber attacks
o Methods of infiltration
 Identifying vulnerabilities and exploits
o Current cybersecurity landscape

. Quiz

Week 3-4: Networking Fundamentals

Module 3: Basics of Networking
o Introduction to networking concepts
o Understanding network types and data transmission
o Bandwidth, throughput, and data flow
o Networking components: Clients, Servers, and ISPs
e Quiz

Module 4: Wireless and Mobile Networks



« Wireless networking basics
o Mobile device connectivity
o Building a simple home network

« Lab: Setting up a home router

Week 5-6: Network Security and Data Protection
Module 5: Protecting Data and Privacy
« Securing devices and networks
o Data maintenance and ownership
o Online privacy best practices
o Identifying risky online behavior
e Quiz
Module 6: Protecting the Organization
o Cybersecurity devices and technologies
« Behavioral approaches to cybersecurity
« Cisco’s approach to cybersecurity

. Quiz

Week 7-8: Advanced Networking Concepts
Module 7: Protocols and Network Communication
o Understanding communication protocols: TCP, UDP
o [IPv4 and IPv6 addressing
o Dynamic addressing with DHCP
o Gateways and network boundaries
e Quiz
Module 8: Routing and Troubleshooting
o The routing process and creating a LAN

« Network testing utilities



o Troubleshooting network issues

o Lab: Network configuration and testing

Week 9-10: Cybersecurity Careers and Final Assessment
Module 9: Careers in Cybersecurity

o Legal and ethical issues in cybersecurity

o Career opportunities and educational pathways

o Building a professional profile in cybersecurity
Final Assessment:

o OSINT on the Academy

Skills Acquired:
o Network Vulnerabilities
o Cyber Best Practices
« Privacy and Data Confidentiality
o Threat Detection

o Network Media and Protocols

o Wireless Access and [Pv4/IPv6 Addressing



